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100 billion clicks per day

55 trillion links

1 billion PC chips on the internet

2 million emails per second

1 million IM messages per second

8 terabytes per second traffic

65 billion phone calls per year

255 exabytes of magnetic storage

1 million voice queries per hour

2 billion location nodes activated

600 billion RFID tabs used

Uses 5% of global electricity 

Moore's law indicates that this is doubling in 

power every 2 years. You do the math . . .

Source: Kevin Kelly  TED Talk in December, 2007, entitled "Predicting the Next 5000 days of the Web." 



Beneficial change

Social: Enabling a global village 

Economic: Easier, faster commerce

Political: Freer exchange of ideas

Undesirable change

Increase in online crime, lack of traceability

Bulk identity theft

Targeted attacks against businesses & governments





Joe the drug dealer Steve the cyber criminal

Personal information 
(credit cards, bank 

account numbers) are 
commoditized and 

traded

Sources: U.S. Government Accountability Office (GAO), FBI



April 2007: The Department of Commerce had to take the Bureau of Industrial Security's networks off line for several 

months. This Commerce Bureau reviews high tech exports and its networks were hacked by unknown foreign intruders.

April 2007/August 2008: Estonia and Georgia had their cyber networks attacked by unknown foreign intruders, most 

likely at the behest of the Russian government. 

June 2007: The Secretary of Defense's unclassified email was hacked by unknown foreign intruders.

July 2007: Reports surface about the State Department recovering from a large-scale network attack affecting operations 

worldwide, where the hackers appeared to target the department headquarters and offices dealing with China and North Korea. 

September 2007: Contractors at DHS and DOD had their networks hacked, as a back door into agency systems

January 2008: A CIA official said the agency knew of four incidents overseas where hackers were able to disrupt, or 

threaten to disrupt, the power supply for four foreign cities.

June 2008: The networks of several Congressional offices were hacked by unknown foreign intruders. Some incidents 

involved offices with an interest in human rights or Tibet. 

November 2008: BusinessWeek reported that in April 2005, hackers gained access to a computer network in NASA's 

Kennedy Space Center, and launched a malignant software program that gathered data about Space Shuttle Discovery 

and sent it to a computer system in Taiwan. Much of the data came from a computer server connected to a network 

that tracks malfunctions that could threaten the International Space Station. 

November/December 2008: Classified networks at the Defense Department and U.S. Central Command were hacked 

by unknown foreign intruders. Even worse, it took several days to dislodge the intruders and secure the networks.

February 2009: FAA computer systems were hacked, increasing the risk of an intentional disruption of commercial air traffic.

March 2009: Reports in the press suggest that the plans for Marine Corps 1, the new presidential helicopter, were found on a 

file-sharing network in Iran.

March 2009: Canadian researchers found a computer espionage system that they attributed to China implanted on the 

government networks of 103 countries..

April 2009:Reports circulate about malicious software discovered on computers that control the U.S. power grid. 

April 2009: Reports reveal that hackers downloaded data about the Joint Strike Fighter, a multibillion-dollar high-tech fighter jet 

known as the F-35, by exploiting vulnerabilities in the computer networks used to design and build the aircraft„s weapon systems.

Source: Jill R. Aitoro nextgov 05/06/09  http://techinsider.nextgov.com/2009/05/yes_it_is_that_bad_security_br.php

http://techinsider.nextgov.com/2009/05/yes_it_is_that_bad_security_br.php




Calculated from the Microsoft Security Intelligence Report  2008

~90% of vulnerabilities are remotely exploitable
Sources:  IBM X-Force,
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Attacks occur here

Why does this gap exist?
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 Days From Patch To Exploit

 Have decreased so that patching 
is not a defense in large 
organizations

 Average 2 days for patch to be 
reverse engineered to identify 
vulnerability

Source: Microsoft
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500 million PCs are capable of reporting system 
crashes

600,000 kernel reports a day





Analysis of code led us to t33kid.com
FBI/USSS watched and gathered intelligence 

Real-time Subpoena
ISP Cari.net in San Diego (issued by on call AUSA)

Virtual host led to Texas

Owner of site in Texas 
Had criminal record 

Was potential suspect

T33kid.com leased space from Texas owner

Investigative work led us to Jeffrey Lee Parson
Seven computers seized



Jeffrey Lee Parson

Port 135 (i.e. The Internet)



1. Original Advisory

2. Newsgroup chatter

3. Private offers

4. 1st Exploit

5. 2nd exploit

6. 3rd exploit (which 

became Zotob)





C0der
Atilla Ekici

21 Years Old

Sakarya, Turkey

Member of Turkcoders, a 10 member financial crime ring

Buys a worm with a botnet payload Credit Card numbers from “diabl0”

Diabl0
Farrid Essebar

18 years old

Moroccan

Member of 0x90 hacking crew

Sells botnet exploit to c0der







But what are these 

crashes (going back 

to 3/8)

Locales of victims are 

interesting

When we are 

notified of the issue 

(4/7)

Exploits take off 

after advisory 

published (4/12)







Found machine on corporate network that 
pinged out at regular intervals to an 
interesting IP address

Machine reported AV software installed and 
running but no detections/cleaning

Routine process kicks in



Image of machine image piped back to our 
labs

Tasks – evaluate risk to MS

Reverse engineer the malware

Determine original infection vector

Spread mechanism & spread rate

Identify data exfiltration method

Any secondary infections

Possible inside involvement

Initial infection appeared Oct 17, 2007



19:19:01 29.11.2007 Log begin:
Response Reason: Start
Ch 1.0 ID:-1 CHNV-HUAZ
NetAdapter(00):Intel(R) PRO/Wireless 2200BG Network Connection - Packet Scheduler Miniport 

MAC 00:15:00:39:44:95 Type:6 
GatewayList: ;
DHCP Server: 157.60.74.5;

19:19:21(+5 hour) 29.11.2007
WIN DIR=C:\WINDOWS; WORK DIR=C:\WINDOWS\system32; TEMP DIR=C:\DOCUME~1\v-

huaz\LOCALS~1\Temp\; USER=v-huaz;
5.1.2600 Service Pack 2

19:20:01 Enumerating list:
19:20:01 id: C2F8E4F2
19:20:01 id: 38EA4802
19:20:01 id: F2DA6F38
19:20:01 id: 1FCA7015
19:20:01 Enumerating Nlist:
19:20:01 id: 8B38211
19:20:01 id: ECF9AD45
19:20:01 Log end.

“Our Machine”

“USB drives I infected”

“USB drive that infected me”





Discussion with US/UK indicate this is indeed 
interesting software, and we have the very first 
sample

January briefings in UK & US

Discussions/trading samples & analysis

Ongoing work to understand spread – OCA
How can crash reporting be used?

What are OCA strengths? 

What can it tell us about this threat?





Source: Willis H. Ware, Rand Corporation 1967



 Growth of the internet

 Societal & Cultural Environment

 Cyber Threat Business Models

 Macroeconomic Environment

 Sophistication of  Attacks

 A long term problem . . .
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