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Open-source information GlobelSecarity

= What is it?

= Who collects and uses it?

= Why is it important for safeguards?

= When and how does the IAEA collect it?
= Searching

= Exercise

= Discussion of Open Source Search Tools
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What is open-source information? e

Open-source information is data that is available to
anyone in the public domain that may exist as an
electronic file (Internet, online video, etc.), a hardcopy
document, (maps, books, etc.), or even an observation
(satellite tracking, airline takeoffs and landings, etc.).

Perhaps a challenge to define but you know it when
you see it!
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Sample open sources G!E;_ﬁ.,

Antirpsie - Innevaie - Defver

= Newspapers

« New York Times, Washington Times, Wall Street Journal, Los Angeles Times,
Associated Press, Reuters, etc.

= Journals
* International Security, Foreign Affairs, Foreign Policy, etc.
= Magazines
* New Yorker, Der Spiegel, TIME, etc.
= Trade Publications
e Bulletin of the Atomic Scientists, Nuclear Fuel, Nucleonics Week, etc.
=  Websites
* Nuclear Threat Initiative, Federation of American Scientists, GlobalSecurity.org
=  Government

» Congressional Research Service, Government Accountability Office,
unclassified National Intelligence Estimates, policy statements, “unique”
reports

= JAEA based

« Travel reports, Technical Cooperation projects (completed, in progress,
requested), International Nuclear Information System (INIS)

Lawrence Livermore National Laboratory L
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Sample open-source providers GlobaiSecarity

General Collection Databases
e Factiva
e Lexis-Nexis
e Proquest
* Open Source Center (previously FBIS)

Specialty Collection Databases
* Science Direct
e Kompass

Specialty Sources

 Satellite Imagery (Digital Globe, GeoEye,
GoogleEarth%

e Government

Lawrence Livermore National Laboratory L
LLNL-PRES-404510 >



Lawrence Livermore National Laboratory L
LLNL-PRES-404510 6



Who collects and uses open-source Qs

[ [ ] j
information? GlobalSecurity

Antirpsie - Innevaie - Defver
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Why is open-source information Qs
: Y
important to safeguards? GlobelSecarity

Antirpsie - Innevaie - Defver

“|IInformation analysis forms the core of strengthened
safeguards. All of this new information has to be
collected, processed, evaluated, and used by the Agency
to draw the conclusion that there is no evidence of
undeclared nuclear material or activities in that state, for
each state with a Comprehensive Safeguards Agreement
and Additional Protocol in force. This was, and remains, a
challenging enterprise.”

Kaluba Chitumbo, former Director of Safequards

Information Technology, current Director of
Safegquards Operations A
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Why is open-source information Qs

important to safeguards? Sty

Antirpsie - Innevaie - Defver

"When you see things being designed in one country,
manufactured in two or three others, shipped to a
fourth, redirected to a fifth, that means there's lots of
offices all over the world," Dr. ElBaradei said. "The
sophistication of the process, frankly, has surpassed my
expectations.”

Safeguards-related follow-up - interviews, site
inspections, etc. - linked to the covert
procurement network may have taken place in:

Germany South Africa
Iran Spain
Italy Switzerland
Liechtenstein Turkey
Malaysia UAE
Mozambique Many more...
Lawrence Livermore National Laboratory L
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When and how does the TAEA collect @
[ ] [} j
open-source information? GlobelSecarity

Antirpsie - Innevaie - Defver

The IAEA acquires open-source information through
three means:
 Daily collection
— Scour Internet and multiple databases

— Hits come from multiple source-types, mostly news,
magazines, journals

e Periodic (annual, bi-annual), state-specific collection

— Examine nuclear-related, state-level institutions (e.g. review
Jordan Atomic Energy Commission website)

e Ad-hogc, topic-specific collection

— React to ad-hoc situations such as revelations of safeguards
anomalies in South Korea and Egypt in 2004 /2005

Lawrence Livermore National Laboratory L
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Source Accessibility and Value GiobalSecurty

Open sources
have different
. levels of
ngh accessibility,
ease of
comprehension,
credibility, etc.
EBasy BEWARE of the
how low-hanging
fruit!

Difficult

Challenging

VALUE

Medium

ACCESSIBILITY
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General Sources GiobalSecurity

Antirpsie - Innevaie - Defver

THE %
The Zoston Globe INDEPENDENT
Ehtil]u&hmntun Dost

INSIDE: UNSTABLE PAKISTAN, A 10-PAGE SPECIAL REPORT

neral Motors, Renault and Nissan
The Last chance for the Doha trade round
Economist m
Internet advertising gets smarter

REUTERS

Gazprom, Bolivia and the energy wars
Is Turkey slipping backwards?
Dutsourcing: China takes on India
The real map of London

Farewell, LK. Galbraith

Unstoppable’

Iran’s nuclear ambitions

THE
MERCHANT ~ =
OF :

EXCLISIVE How
A M bocams the

et dangercus
CLEAR TRAFFICKER

I I PLUS: Can the LS. defese Iran®

(Thicago Tribune Web Edition

ELPAISCOIT), THE WALL STREET JOURNAL.
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Nuclear-specific Sources GlobalSecurity

SOCURIEY, SCHRCE & SURY Bar Alghaa [l
platts —r— BU||e|'|n T Bullehn
Nuclearinﬂ 8[ ;1 "‘IG Atomic Scientisls altack of tha Alo SC igimsl Lervurists
/
S When
plaﬂs S | I ”’J‘l‘!ﬁ
: et
Nucleonics Week — RIHIE g
Vome 48 Mamer 1 Mo 15,2907 happen‘}

NRC commissioners give approval for first-ever early site permit

TVA mulls completion of Watts Bar-2
ke

~iounTam oF D

*/WASTE ~

The United States has

70,000 tons of nuclear waste
[ and nowhere to pot 1t]
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Detailed Sources @/

) i an ﬂ'i:‘? EECENNRIEE THE INTERNATIONAL INSTITUTE FOR STRATEGIC STUDIES
D E c E PTI u ! _ .' NUCLEAR BLACK MARKETS:

Pakistan, the United States, T - of proliferation networks |-
and the Secret Trade ' L

in Nuclear
Weapons

. STORY OF THE MAN
0 THE WORLD'S MOST
IS5 SECRETS...AHND HOW
] HAVE STOPPED HIM

AS FRANTZ »ve
RINE COLLINS
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[ [ ] [ 60
Event- or issue-specific sources GlobalSccarity

Antirpsie - Innevaie - Defver

PRESS RELEASE BY INSPECTOR GENERAL OF :
POLICE IN RELATION TO INVESTIGATION Buhary Seyed Abu Tahir
ON THE ALLEGED PRODUCTION OF SCOMI GROUP BHD/SCOPE
COMPONENTS FOR LIBYA’S URANIUM * Mohamad Matuq Mohamad
ENRICHMENT PROGRAMME = Peter Griffin/Paul Griffin
= Heinz Mebus
» Gotthard Lerch
= “Machine Shop 1001”
* Gunas Jireh
= Selim Alguadis
= More...

Lawrence Livermore National Laboratory
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Scientific papers G.gﬁ,,.,

Antirpsie - Innevaie - Defver

= Bhatti, J.A., Aijazi, M.K,, Khan, A.Q., “Design characteristics of molecular
drag pumps,” (2000) Vacuum, 60 (1-2), pp. 213-219.

= Ahmed M., Ali A, Hasnain S.K., Hashmi F.H., Khan A.Q., “Magnetic
properties of maraging steel in relation to deformation and structural
phase transformations,” (1994) Acta metallurgica et materialia, 42 (3), pp.

631-638.

= F. Habiby, T. N. Siddiqui, H. Hussain, M. A. Khan, A. ul Hag, A. Q. Khan,
“Machine-induced phase transformation in a maraging steel,” Materials
Science and Engineering A, Volume 159, Issue 2, 30 December 1992, Pages

261-265.

= F. Habiby, A. ul Haq, A. Q. Khan, “Influence of austenite on the coercive
force, electrical resistivity and hardness of 18% Ni maraging steels,”
Materials & Design, Volume 13, Issue 5, 1992, Pages 259-264.

= M. Alam, M. A. Atta, J.A. Mirza and A.Q. Khan, “Flow induced vibrations
in gas tube assembly of centrifuge,” Journal of Nuclear Science
Technology. 23 (1986) (9), pp. 819-827.

Lawrence Livermore National Laboratory L
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Source and Information Challenges and Qs
[ ] j
Pltfalls GlobalSeeurity

= Beware of source bias (example)

= Read sources carefully, understand
context (example)

= Avoid judgments based on title (example)

= (ite the correct source (example)

= Recognize Primary vs. Secondary Source

» “According to an article published by
William Langweische in the Atlantic...”

= Be wary of state-run media
* Korean Central News Agency
 Islamic Republic News Agency

= Avoid going too far down rabbit holes

Lawrence Livermore National Laboratory L
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Source and Information Challenges and €
Pitfalls, cont. GlobalSecurity

o Keep reference to editorials to
minimum

= Pay attention to word
choice/tense

* “IAEA to question A.Q. Khan”

= Be careful with sources not written
by native language
writers/speakers

= Note the date and consider the
context at the time

* Do not misinterpret

» “Iran Signs Additional Protocol on
Nuclear Safeguards”

« “IAEA approves Bangladesh nuclear
power plant”

Lawrence Livermore National Laboratory L
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Sankei Shimbun. Source Bias? G.gﬁ,,.,

Antirpsie - Innevaie - Defver

= North Korea helped Libya develop weapons of mass destruction

including technology to build Scud B and Scud C missiles. Iran was also
involved. (January 6, 2004)

= North Korea has made a government-level effort to obtain materials from
Japan for its nuclear program. (January 18, 2004)

= North Korea and Iran are working together to build an underground
facility to manufacture centrifuges near Kusong. (March 10, 2004)

= North Korea and Iran are preparing to carry out joint detonator tests and

irradiation procedures as part of a joint nuclear development plan. (June
15, 2004)

= North Korea exported fluorine gas to Iran. (November 7, 2004)

= North Korea has shared nuclear technology with Iran at an undeclared
facility near Esfahan. (June 9, 2005)

= North Korea obtained cruise missile technology from Iran, which may be
related to Iran's acquisition of several Kh-55 ALCMs. (June 26, 2005)

= North Korea is providing nuclear warhead information to an unnamed
Middle Eastern country. (September 15, 2005)

Lawrence Livermore National Laboratory L
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Israel, Syria and the BOE

Paragraph 6:

“One Bush administration
official said Israel had recently
carried out reconnaissance flights
over Syria, taking pictures of

ossible nuclear installations that

sraeli officials believed might
have been supplied with material
from North Korea. The
administration official said
Israeli officials believed that
North Korea might be unloading
some of its nuclear material on
Syria.”

Lawrence Livermore National Laboratory

U.S. Confirms Israeli Strikes Hit Syrian Target Last Week - New York Times Page 1 of 2

@he New Hork Eimes

R 1 20f2

September 12, 2007

U.S. Confirms Israeli Strikes Hit Syrian Target Last Week

ssy in

By MARK MAZZETTI and HELENE COOPER sllah

WASHINGTON, Sept. 11 — After days of silence from the Israeli government, American officials confirmed
Tuesday that Israeli warplanes launched airstrikes inside Syria last weelk, the first such attack since 2003. seturn of

to
4 Defense Department official zaid Israeli jets had struck at least one target in northeastern Syria last

Thursday, but the official said it was still unclear exactly what the jets hit and the extent of the bomnbing
damage.

Syria haslodged a protest at the United Nations in response to the airstrike, accusing Israel of “flagrant
viclation” of itz airspace. But Israel’z government has repeatedly declined to comment on the matter.

Officials in Washington said that the most likely targets of the raid were weapons caches that Israel’s
government believes Iran has been sending the Lebansze militant group Hezbollah through Syria. Iran and
Syria are Hezhollah's primary benefactors, and American intelligence officials say a steady flow of munitions

from Iran runs through Syria and into Lebanon.

In the summer of 2006, during fighting between Israeli and Hezhollah forves, the militant group fired
hundreds of missilez into Israel, surprising Israel with the extent and sophistication of itz arsenal. Israel has
tried repeatedly to get the United Nations to prevent the arms shipments across the Syria-Lebanon border.

Cne Bush administration official said Israel had recently carried out reconnaissance flights over Syria, taking
pictures of pozsible nuclear installations that Israeli officials believed might have been supplied with material
from North Korea. The administration official said Ierasli officials believed that North Korea might be
unloading some of itz nuclear material on Syria.

“The Izraelis think North Korea is selling to Tran and Syria what little they have left,” the official said. He said
it was unclear whether the Tsraeli strike had produced any evidence that might validate that belief.

The officials spoke on condition of anonymity because they were discussing a military action by another

government.

In a letter circulated to members of the Security Council on Tuesday, Syria’s ambassador to the United
Mations, Bashar Jaafari, said Israel dropped munitions though they did not cause any “material damage.”

Syria made its protest via Qatar, the Arab representative on the Security Council, United Nations officials
said. Security Council representatives discussed the issue on Tuesday, but did not come to any conclusions.

Meither Ierael nor the United States has spolen publicly on the airstriles. The State Department spokesman,

hitp:/fwww.nytimes.com/2007/09/12/world/middleeast/12syria himl ?p ted=print 6/2/2008

http://www.nytimes.com/2007/09/1 2/world/middleeast/ 1 2syria.htm1 7 d=print 6/2/2008

LLNL-PRES-404510
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Judgments Based on Titles

IAEA Report on Egypt:
February 14, 2005

* “IAEA Report on Egypt’s
Nuclear Activities
Damning”

* “IAEA Report Chides

Egypt”
* “Nuclear Agency Report
Praises Egypt”*

« “IAEA: Egypt Up Front
about Atomic Arms”*

*Same report!

Lawrence Livermore National Laboratory

(Q'«}IAEA

)
' ctarrasans saarse muargy Aguey

Board of Governors
GOVnmsy

Date: 14 February 2605

Restricted Distribution
C English

For official use only
Item o6¢) of the provisional sgenda
(GOV/2005/2)

Implementation of the NPT Safeguards
Agreement in the Arab Republic of Egypt

Report by the Director General

1. The Agreement between the Arab Republic of Egypt (Egypt) and the Agency for the Application
of Safeguards in Connection with the Treaty on the Non-Proliferation of Nuclear Weapons (the
Safeguards Agreement’) entered into force on 30 June 1982. Egypt agreed on 1 April 1997 to modify
the Subsidiary Arrangements to the Agreement by including an undertaking to comply with the
Board's decision on the carly provision of design information.*

2. As of September 2004, Egypt had declared to the Agency three facilitics, and five locations
outside facilities that customarily use nuclear material (LOFs). The three facilities (the 2 MW
Egyptian Atomic Rescarch Reactor, the 22.5 MW Multi-Purpose Reactor and the Fucl Manufacturing
Pilot Plant) and one of the LOFs (the Nuclear Fuel Rescarch Laboratory) are collocated on the site of
the Inshas Nuclear Centre.*

of States™ decl

under comprehensive safcguards agreements, the Agency regularly reviews publications available
from open sources that may be relevant to the nuclear activities of a State. During the preparation of
the updated State Evaluation Report for Egypt for 2004, the Agency concluded that it was necessary fo
follow up with Egypt indications derived from a number of open source documents published by the
Egyptian Atomic Energy Authority (AEA) and by former and current staff of the AEA suggesting the
possibility of nuclear material, activitics and facilities in Egypt relating {o uranium extraction and
conversion, irradiation of targets and reprocessing that had not been reported to the Agency

3. As part of its engoing of the and

4. On 21 September 2004, the Deputy Dircetor General for Safeguards met with the Chairman of
and other senior Egyptian officials to discuss a number of issues related to the
rds that the Agency had identificd. During these discussions, the Agency
provided examples of the open source publications that had given rise to concems that Egypt may

' Publislicd us dovuens TINFEIRC/302

? Docurment GOV/2$54/Att 2Rov.2

other LOFs are situ ide the Inshas site, and include & university, bwo hospitals, and a lsboratory

LLNL-PRES-404510
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Cite the correct source

.5 tells Syria niot to restrict TN nuclear probe

washingtonpost.com

U.S. tells Syria not to restrict U.N.
nuclear probe

By Mark Heinrich
Reuters
Wednesday, June 4, 2008; 7:55 AM

VIENIA (Reuters) - The Tnited States on Wednesday
demanded Syna give free rein to T nuclear
investigators after diplomats said Damascus would bar
access to some sites Washington believes are linked to
a secret atomic reactor.

The Thited States says Syria was close to completing
areactor with Morth Korean help that could have

Page 1of 2
J i
Bringing back
SIMPLERTIMES
since 2003 ———

o
U LADYsMITH CLICK HERE
Hplal . for new home
information

A A

by
Newland covvnmes

vielded plutonium for nuclear arms before it was bombed by Lsrael last September.

The TN nuclear watchdog began an inquiry after recerving 713 intelligence documentation in Apnil.

International Atomic Energy Agency director IMohamed ElBarader satd on Monday that Svria, which
had not responded to TAES requests For explanations since the bombing, would allow in TTnited Mations

inspectors on June 22-24 to pursue the ingquiry.

GlobalSecurity

LLNL-PRES-404510
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6.

Searching ooty

FIND: Abdul Qadeer Khan or A.Q. Khan

Lawrence Livermore National Laboratory L
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&
Search Terms GlobaiSecurity

Antirpsie - Innevaie - Defver

Abd Al-Qadir Khan , Abdel Kader Khan, Abdel Qadeer
Khan, Abdel Qader Khan, Ab-del-Qadeer Khan,
Abdoul Qadeer Khan , Abdoul Quadeer Khan, Abdul
Kadeer Khan, Abdul Kader Khan , Abdul Kadir Khan,
Abdul Qadeer , Abdul Qadeer Kahn , Abdul Qadeer
Khan, Abdul Qadir Khan , Abdul Quadeer Khan,
Abdul Quadir Khan, Abdul Quader Khan, AQ Khan,
A.Q. Khan, A Q Khan, & »all xe (ar), ga pallae (fa),
Oa e (fa),

Lawrence Livermore National Laboratory L
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Search String G[gﬁﬁ.,

Antirpsie - Innevaie - Defver

(Abd Al-Qadir Khan or Abdol Qadir Khan or Abdel
Kader Khan or Abdel Qadeer Khan or Abdel Qader
Khan or Ab-del-Qadeer Khan or Abdoul Qadeer Khan
or Abdul Kadeer Khan or Abdul Kader Khan or Abdul
Kadir Khan or Abdul Qadeer or Abdul Qadeer Kahn or
Abdul Qadeer Khan or Abdul Qadir Khan or Abdul
Quader Khan or Abdul Quadeer Khan or AQ Khan or
A.Q. Khan or A Q Khan or Qadeer Khan or Qadir Khan
or Dr. Qadir or Doctor Qadir or Dr. Qadeer or Doctor
Qadeer or Dr. Kader or Doctor Kader or Dr. Kadeer or
Doctor Kadeer or Dr. Kadir or Doctor Kadir)

Lawrence Livermore National Laboratory L
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“Nuclear” Search String Sﬁm

Antirpsie - Innevaie - Defver

uranium or plutonium or radioactiv* or radioisotop* or
(nuclear same prolifera*) or non?proliferation or
counter?proliferation or ((nuclear or atomic) neard (fuel*
or weapon®* or warhead* or reactor* or waste or power or
energy or cooperation or deal or transfer)) or deuterium
or tritium or (heavy water and nuclear) or thorium or
americium

Wildcards:

? means only one character
* means any number of characters

Lawrence Livermore National Laboratory L
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Open-source Information G!Esi_ﬁ.,

Antirpsie - Innevaie - Defver

= Open-source information is examined for credibility, value,
relevance, timeliness, etc.

= Jtis analyzed, compared, contrasted, dissected and scrutinized
many different ways by several analysts.

= Open-source information is not examined in a vacuum; its value is
often based on how it fits with or next to other pieces of
information.

= Open-source information is used to piece together a nuclear profile
of the state (the SER):

* Nonproliferation commitments
e Safeguards undertakings

* Nuclear-fuel cycle

e Imports and exports

e Potential proliferation pathways

Lawrence Livermore National Laboratory L
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Challenges for the Safeguards Analyst G[gfﬁ.,

Antirpsie - Innevaie - Defver

Distinguishing sound sources from biased sources
Accessing information in foreign languages
Understanding technical issues
Managing increasing volume of sources and text

* DPRK, Iran coverage

* Nuclear renaissance

* Uranium boom
Evaluating new media types

 Blogs, online video, podcasts, wikis

Synthesizing large amounts of data across various
source-types

Lawrence Livermore National Laboratory L
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A Valuable Lesson G!gm

Understand what you know ...

and what you do not know.

& & Public e

PG 4 Public
Security. Ol a2

o] 4>, Eye DIGITALGLOBE
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GlobalSecurity

Search Tools

Lawrence Livermore National Laboratory L
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Internet G,gjm

Antirpsie - Innevaie - Defver

Google (split into three as Google limits to 32 words)

1. “Abd Al-Qadir Khan” OR “Abdol Qadir Khan” OR “Abdel
Kader Khan” OR “Abdel Qadeer Khan” OR “Abdel Qader
Khan” OR “Ab-del-Qadeer Khan” OR “Abdoul Qadeer
Khan” OR “Abdul Kadeer Khan”

2. “Abdul Kader Khan” OR “Abdul Kadir Khan” OR “Abdul
Qadeer” OR “Abdul Qadeer Kahn” OR “Abdul Qadeer
Khan” OR “Abdul Qadir Khan” OR “Qadeer Khan” OR
“Qadir Khan” OR “Dr. Qadir”

3. “Doctor Qadir” OR “Dr. Qadeer” OR “Doctor Qadeer” OR
“Dr. Kader” OR “Doctor Kader” OR “Dr. Kadeer” OR
“Doctor Kadeer” OR “Dr. Kadir” OR “Doctor Kadir”

Lawrence Livermore National Laboratory L
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Adobe Acrobat G.gﬁ,,.,

Antirpsie - Innevaie - Defver

= PDF an entire website (up to thousands of pages)
= Search website for keywords

= Example (www.krl.com.pk)

Lawrence Livermore National Laboratory L
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Teleport Pro Sﬁm

Antirpsie - Innevaie - Defver

= Download all or part of a website to your computer, enabling you
to browse the site directly from your hard disk at much greater
speeds than if you were to browse the site online

= Create an exact duplicate, or mirror of a website, complete with
subdirectory structure and all required files

= Search a website for files of a certain type and size

= Download a list of files at known addresses

= Explore every website linked from a central website
= Search a website for keywords

= Make a list of all pages and files on a website

2 examples:
e Bikar Metal (www.bikar.com)

e PDF Extraction (www.vertic.org/trustandverify.html)

Lawrence Livermore National Laboratory L
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Copernic Tracker oty

= Monitor Web site changes for text 00 CEL

Mew Tracking Task |4 Modfy _Jsend 3¢ /8 Checkw 1) Fause+ [7)

.
changes , NEW 11mages, and more g Foders g Tasks 2
[] unread Changes £ aumsControlwonk 6/9/2008 5:16:54 At 6/9/2008 8:16:55 At
& Errors [1] hitkp: f fumeme armscontrolwork, com On a Daily Basis 1845 changed words

() My Tracked Pages [1]

= Receive update alerts by email, s R e

Ay Wuclear wrorld Muclear Associstion 6I9/2008 8:52:45 AM 6I9/2008 8:17:07 AM

bt fwworld-nuclear argiinFa finfo, Reml On & Daly Basis The character set inwhich this page is encoded i,

On Our de Skto and even On Verification, Implementation and Compiiance 6i9(2008 6:16:47 At 6/6/2008 3:14:55 PM
J hitkp:ifwerificationthoughts blagspat .cam/inde::. Heml On a Daily Basis First tracked version

VERTIC: Trust and Yerify 6/9(2008 8:16:24 At 6/6/2005 3:13:54 PM

hikp:fumn vertic. argjtrustandverify. hirol O a Daly Basis First tracked version

your cell phone

" VieW up d ate d p a g e S With  home u about us 1 m F hs new? u publications u datzsets m employment u links T ~
changes highlighted

Trust & Verify

To subscribe to the email version send an email to subscribe@vertic.org

- SChedule monitoring tO run daily, ey Issue number 122, October 2005-February 2006

John Carlson examines the rale that bilateral nuclear safeguards can play in
providing non-proliferation assurance, while Matt Peterson reviews the work of

. the Aceh Manitaring Mission and explores the EU's latest approach to
wee or even up to the minute e e e o
== Events.
e e Issue number 121. July-September 2005
[ ] Watch fO S eC f C ke O ds O Sean West examines some of the challenges to CTBT entry into force, while
r 1 1 y W r n “Yana Feldman and Beth Nikitin explore Saudi Arabia's Small Quantities
Protocol. Plus Verification Watch. Science and Technology Scan. Peace

Wissions Monitor and VERTIC News and Events.

pages S tasks () Ready -

= Archive different versions of
tracked pages

= Track any page you browse with
a single click

Lawrence Livermore National Laboratory
LLNL-PRES-404510 34



* W [@Armscnmm\wm G- 8-

& Done

Copernic Tracker

N .
= |5k Page + () Tods - w g [@Armscnmm\wm

P

GiobalSecuriey

Home | About | Book | Archive | Contact

about ACW

Y ‘ posted 1 day ago under administrivia by jeffrey

intel and the national Or Ferdinand. Either way Iam set to begin circumnavigating the globe.
security bureaucracy by
Dr Jeffrey Lewis and So, dear friends and readers, drop me a line if 1am in your neck of the woods at armscontrolwonk

s too wonky or [at] gmail.com

obscene for publication.

1. Istanbul, Turkey. June 6-8. Attending the Financial Services Volunteer Corp dialogue
E-mail: ArmsControlWonk

Expanding Policy Connections: Strengthening Ties Among the United States, Russia and China.
[at] gmail.com

2. New Delhi, India. June 9-10. Attending the CSIS-ICWA conference on Towards a World Free of
Nuclear Weapons.

new in the stacks "
3. San Jose, CA. June 12-16. Attending the New America Foundation Senior Staff Retreat at the
Dolce Hayes Mansion.

4. Befjing, China. June 17-18. Meetings organized by the Brookings Institution.

5. Shanghai, China. June 19-20. Yet more mestings organized by the Brookings Institution.
Should be fun. Will try to send pictures.

W Comment [5]

>

about ACW

All the stuff about WMD,
intel and the national
security bureaucracy by

friends too wonky or
obscene for publication.
E-mail: ArmsControlWank
[at] gmail.com

new in the stacks

& & 1nternet

G- 8-

~ |7rPage v () Tools -

Home | About | Book | Arc

74

Did Pakistan Test a North Korean Bomb?

"y ‘ posted 22 hours ago under pakistan, intelligence by jeffrey

Golly, I had noidea that Qatar Airlines has an entire premium Terminal for First and Business
class patrons. Wow.

The other day a reader, Tom, asked about rumors that one of Pakistan’s nuclear tests in 1998
involved North Korean supplied plutonium:

‘Weren't there credible allegations that at least one of Pakistan’s May 1008
nuclear tests involved a Plutonium based weapon which used (allegedly)
North Korean supplied Plutonium?

There doesn’t seem to have been much revisiting of the issue lately thatI
can find.

Does anyone have anything that can elaborate on or discredit those
allegations?

AsfarasIcan tell, like a lot of things in life, it is complicated. 1don't buy it, though cbviously it is
worth verifying in the Six Party process or maybe wringing out of AQ Khan.
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Example!

& & Internet.

http://recruitment.iaea.orq/phf/p vacancies.asp
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dtSearch

The dtSearch product line can instantly search
terabytes of text across a desktop, network, Internet
or Intranet site

dtSearch products also serve as tools for publishing,
with instant text searching, large document
collections to Web sites or CD/DVDs

= over two dozen indexed, unindexed, fielded and
full-text search options

= highlights hits in HTML, XML and PDF while
displaying embedded links, formatting and images

= converts other file types — word processor,
database, spreadsheet, email and full-text of email
attachments, ZIP, Unicode, etc. — to HTML for
display with highlighted hits

= built-in Spider adds local or remote web sites
(including dynamically-generated content) to your
searchable database
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Register.com - Who is? SiobelSecrit

I'e ngter Registrant:
0 m@ S Computers
PO Box 8736
DOMN'T JUST MAKE A WEB=ITE, MAKE AN IMPALT. Dubal, UNITED ARAB EMIRATES 8736
AE
www.smbcomputers.com Domain Name: SMBCOMPUTERS.COM

Administrative Contact:

Team, NetMaster Nid@net-master.com
NetMaster, Inc.

PO BOX 594
KINCAID, IL 62540
us

217-237-2294

Technical Contact:
Abu-Robb, Nidal
PO BOX 54306

F Nidal@Softand Wireless.com

Record created
Database last updated on 4- ]un—2008 16:52:20 EDT.

Domain servers in listed order:

NS1.NET-MASTER.COM 216.59.156.10
NS2.NET-MASTER.COM 216.59.156.11
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GlobalSecurity

Thank You
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